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PREFACE

Electronic combat is an important part of the struggle for

control of the air in today's electronic battlefield. With the
advent of a new, fourth combat arena in space, this tool, often
referred to as "the battle of the beams," must be integrated into
the mission of space control. Rooted firmly in the Air Force's
basic doctrine stated in AFM 1-1, this report lays out a
foundation for exploiting the vulnerabilities of space systems
using the electronic combat "tricks of the trade." In actuality,
it raises more questions than it answers and concludes with a
partial listing of the many areas requiring further study.
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EXECUTIVE SUMMARY A
Part of our College mission is distribution of the
students' problem solving products to DoD

Ssponsors and other interested agencies to
enhance insight into contemporary, defense
related issues. While the College has accepted this
product as meeting academic requirements for
graduation, the views and opinions expressed orimplied are solely those of the author and should

m-,' :not be construed as carrying official sanction.

"-insights into tomorrow"

REPORT NUMBER -l.o

AUTHOR(S) ATO E NETH L., HE RY, ,1E.AF

TITLE ELECTRONIC COMBAT KOADMAP FOR SPACE

%l'.po e To begin the proesT-f building, io., define the

.- r+ of, an electronic combat roadmap for spac'- and prcvide a
foundation for the development of future doctrine and strategy.

TI. 7robi.m: Space represents a new combat arena for the futture
3ni no plan exists for the empioyment of electronic combat there.

:letronic combat is an integral part of the "t errestrial"
mission involving control of the air, the doctrine for which is
Pre=ented in AFM !-i-. As the Air Force ex¢pands into the fourth
military arena of space, so too must irs doctrine ,and part of
that doctrine will involve the use of electronic combat.

Vil O ti The to,.ndq.tions, for electronic combat use in pac,
a-- - a<ready in AFM 1-1 Space ,ontrol in a na+ural otrow+th of
c o-! of the !ir nd just as electroni- comhbet i- an integral
par' -1 -! r :ontr,, it will be for spn.:e 7cntroi. Also .'1At

!!ne it= rrestrij1 counterpart, e'ectronic :ornbat in -,:o ril=
-: i.fioit vlnerabilitie. in the "ycs~tm i'-, being

7 r 1 a i i i 3 t C Syt ei 17- V- 3,nu-mber o~f i ohererit
v erbl. ic'= and there are rm-ny notential toil- in the

--- ,ronic ccmbat "b $, ryf tric-" whir-h car. be a.ppied zuj3in-t

t-,n



CONTINUED
IV. Con-lusionm-_- The creation of an electronic combat roadmap
for space should be pursued. The task is a large one requirinC
the qathering of a vast amotnt of data and the conducting of many
-rpecial studies. It is possible, however, to obtain the
information required and create a roadmap which will result in
the right kind of strategy for the future.

V. RPcommendations: The military has been directed to conduct
the mission of space control. Since electronic combat is a
proven part of the air control mission, it should be a key
portion of the space control mission. Its use in space must be
based on a sound doctrine and we should have a well thought out
roadmap to arrive at that doctrine. The Air Force should pursue
+-he studies which are required to obtain the necessary data to
create that roadmap.

vii
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Chapter One

INTRODUCTION

This paper begins the effort to create an electronic combat
roadmap for space. That effort explores the existence of
electronic combat vulnerabilities in United States and Soviet
space systems which can be discovered and documented from open-
source literature. It is intended to set the stage for a
systematic exploitation of those vulnerabilities via development
of a roadmap leading to an electronic combat strategy for space.
The report begins with a discussion of electronic combat
principles in general.

To serve as a starting point for the roadmap, Chapter Two
contains a summary of electronic combat principles and relates
those principles to potential missions in space. It begins with
the most basic statement of Air Force doctrine in AFM 1-1 and
uses ideas from the related publications: AFM 1-6, M
Spa- Doctrine, and AFM 1-9, Aerospace Doctrine for
Ele-tromagnetic Combat. Electronic combat's role in the space
control mission completes the chapter and set the stage for the
next step in the roadmap's development: investigation of

* potential electronic combat targets.

The potential for various types of space systems to be
electronic combat targets is discussed on a satellite class-by-
class basis in Chapter Three. The general characteristics of the
various types of satellites is described along with any potential
dependencies or weaknesses which could be considered
vulnerabilities. Ways to exploit these vulnerabilities are
diascussed next.

Chapter Four contains a description of electronic combat
means/methods, or, in other words, "tricks of the trade." It
discusses the role of electronic support measures and outlines
the more offensively-oriented branch of electronic combat,

- electronic countermeasures. Next, Chapter Five contains a
discussion of how some of the generic techniques presented in
Chapter Four could be applied to space.

Using the previous three chapters as a foundation, Chapter
Six describes the contents of the required roadmap and discussec
what has been, and what needs to be done to complete the roadmap.!I



It i,- atually a plan to create an t -,?ombat rnadm. ,

which would serve as a bridge between the pre--nt ,-p .ihilitie:
and 'hose which would be required in the future.

There are many areas or sut.je,-ts, which must be c,overed -r -n
elec-ronic combat roadmap, many of which require much more
information than currently exist.. Chapter Sev.en addresses way:
to obtain this information and recommendc, areas, for further
stut%'. Some of the recommendations involve survey-level effore.--
whiie others would involve extensive, detailed an-lyVes. Th1?
ch-iter concludes with some related questions intended to be
+ hcjAt provoking. The paper concludes in -hapter Eight with -
wra .-uF of the principles, vulnerabilities, and electro-nic co:' t
-- -----which are applicable in space, as well -e a recap of +h7
r;e--Drmnen--ations appropriate for building ;n -le-tr-nic -ombat
*: .apj itv in space.
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Chapter Two

ELECTRONIC COMBAT IN SPACE

PRINCIPLES OF ELECTRONIC COlAT

Introduction

Before making a determination on the applicability of
electronic combat (EC) for space, one should examine its basic
principles. Since Air Force Manual 1-1 contains the "fundamental
principles by which the military forces or elements thereof guide
their actions in support of national objectives" (2:v), it should
serve as a starting place. This manual defines EC as follows:

[Electronic combat is] a specialized task performed by
aerospace forces to control selected parts of the
electromagnetic spectrum in support of strategic and
tactical operations. [It] involves actions to protect
friendly electromagnetic capabilities and actions to
neutralize or destroy the enemy's electromagnetic
capabilities. The purpose is to enhance the ability of
our warfighting systems to achieve objectives, since
the use of the electromagnetic spectrum can have a
major impact on the success or failure of military
operations (2:3-6).

The manual goes on to break EC down into its component parts.

Electronic Warfare

"[Electronic warfare is defined as] military action using
electromagnetic energy to determine, exploit, or prevent hostile
use of the electromagnetic spectrum and also includes actions
designed to retain the friendly use of that spectrum" (2:3-7).

Command. Control, and Communications Countermeasures (C3CM)

"[C3CM is defined as] military action involving defensive and
offensive operations in a strategy that is designed to deny
information to an enemy, to protect friendly C3, to influence
enemy actions, and to degrade or destroy enemy 03 capabilities"
(2:3-7).

A

°
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SuRt'-"-lon of Enemy Air Defenses (SFAr L

"[SEAD] is aimed at gaining freedom of action to perform Air
Force missions by neutralizing, destroying, or temporarily
degrading enemy air defense systems" (2:3-7).

D-ctrifle

AFM 1-9, Aerospace Doctrine for Electromagnetic Combat
proviaes more detail on the application of electronic combat
principles to general warfare. "Spectrum superiority" is the
goal. The overall capability is broken down into specific tasks
involving destruction, disruption, and deception. Deception
involves "creating false or misleading impressions" using
electronic combat. Deception works best if it can be coordinated
against multiple sensors used by the same system. Disruption is
an aotion designed to "introduce delays into enemy operations
which will prevent or degrade effective conduct of operations "

Destruction is just what it implies, the physical destruction o4
enemy systems, but it can be done using a variety of methods from
conventional munitions to nuclear radiation and high energy

4particle or laser beams (4:2-1 thru 2-2).

Other Services' Definitions

Other services definitions closely parallel the Air Force's
but tend to concentrate on electronic warfare and breaking it
down into its components of electronic support measures (ESM*,
electronic countermeasures (ECM), and electronic counter-
countermeasures (ECCM) (10:1-5). Given these principles, are
there applications for them in the space arena?

EC PRINCIPLES nOR SPACR

Is There a Role?

In addition to a proliferation of satellites and other systems
actually located in space which perform their own specialized
missions; landbased, seabased, and airborne weapon systems also
use the services they provide. There is a "growing reliance of
modern air, naval, and ground forces in space to warn, assess,
command, detect, navigate, defend, and carry out a myriad of
other military functions spanning the spectrum from strategic
nuclear to low-intensity conflict" (30:78). Partially because of
this dependency, "the US urgently needs a space control
capability" (2:132). It is as a part of this space control
mission area that EC can play an important role.

4



Spa.te Ce-ntrzl

The Department of Defense (DOD) recently published a PlIcy
:c' ":,a,-e which calls for "assured space mission capability -nd a
'-n')r hLnsave satellite control architecture" (1:5-i). The space
control mission area is similar to other mission areas except,
obviously, for the arena in which it's applied, the vastness of
that arena, and the enormous complexity and expense incurred in
operating in that arena. "Space control activities ensure
freedom of action in space for friendly forces while, when
directed, denying it to the enemy" (31:85). This policy is not
much different than the conventional "control of the air (gaining
air superiority)" mission referred to in AFM 1-9 in the section
dealing with supression of enemy air defenses (4:2-2). According
to the United States Military Posture Statement issued by the
Joint Staff for FY 1988, the "DOD will develop and deploy a
comprehensive space control capability with initial operations at
the earliest possible date" (31:85). Although not specifically
menticned in AFM 1-i as a separate mission (space is just another
operating medium), the manual has the roots for this mission.

The Air Force mission, Strategic Aerospace Offense, has
objectives which call for "neutralizing or destroying the enemy's
war-sustaining capabilities or will to fight." An associated
mission, Strategic Aerospace Defense, includes objectives "to
integrate aerospace warning, control, and intercept forces to
detect, intercept, and destroy enemy forces (in any medium)
.ttac cing our nation's war sustaining capabilities or will to
fight" (2:3-2). These offensive and defensive missions,
together, form the basis for :pace control. According to Air
Force Manual 1-6, Military Space Doctrine, "space weapon systems
can .also be used when it becomes necessary to establish space
control and superiority" (3:9) As in other types of battlefield
and airspace control activities, one of the tools for doing the
mission is EC.

EC'- Role in Space rontrol

It has been demonstrated repeatedly throughout the history
of modern combat, FC is vital to mission success. "Past
conflircts have demonstrated +hat electronic combat must be
included in all phases of military planning and is a vital factor
in the overall success of any military operation" (5:204). At
lea- one aspect of electronic combat, SEAD, is specifically
mc-ntioned in AFM l-D, which calls for spacebased systems to

.r o vi.Je timely .upres.ion of enemy defenses to improve the
penetration effectivenesa of strategic and tactical
lairbreathing] systems" (3:9,. Equally important for all
services, the assured use of the electromagnetic spectrum and
denial of that me'ium to the enemy, means also considering how to
apply E- to spare. The joint EC Master Plan, which was delivered
to QClngres' in April 1987, as well as, the individual services'

5



EC M'ater Plans, emphasize EC activities within DOD in all
operational areas (6:55; 13:37,65). "Success in warfare - air,
land, and sea - depends increasingly on the ability to dseny the
enemy the use of his electronic eye-- and ears~ while assuring our

own use both offensively and defensively." (12:--.

6
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Chapter Three

POTENTIAL EC TARGETS AND THEIR VULNERABILITIES

POTENT I AL TARGETS

Introduction

Satellites and their related support systems are the basic
target set for space-related electronic combat. Satellites can
be categorized many ways including one which distinguishes
between their ownership, i.e., military vs non-military. In many
cases, however, functions which are generally peaceful in nature,
e.g., navigation or communications, also have direct military
applications, so the distinction becomes blurred. Within the
military categorization, satellites can be further divided into
weapons and non-weapons. Thus far, the only operational
satellite weapon system is the Soviets' co-orbital anti-satellite
(ASAT) system (26:52) but it may soon be Joined by a US ASAT and
components of the US Strategic Defense Initiative (SDI) anti-
ballistic missile (also potentially anti-satellite) system. One
useful way to discuss these various satellites is by mission area
as does Colin Gray in American Military Space Policy (15:23-24).
These areas are: surveillance/reconnaissance, attack
warning/assessment, communication, navigation, meteorology, and
geodesy. Although attack warning/assessment, geodesy, and
meteorology satellites are really types of surveillance systems,
eich of these mission areas has distinct characteristics and is
deTcribed, together with the two military classes of targets, in
the following paragraphs. Note: due to a need to limit the
scope of this research project, only the spacebased portions of
these satellite systems will be discussed.

8urveillan-.=/Pp-rnnaissance SatellitPs

These are space systems whose missions involve watching or
onservIng something; in this discussion, primarily intelligence-
related activities, as opposed to similar missions like weather,
etc. Surveillance systems are those which periodically (or
regularly) visit or monitor a particular area, activity,
trequency band, etc Reconnaissance systems are those which are
generally targeted against a specific activity looking for more
detailed information (15:24). Surveillance and reconnaissance
satellites have distinct orbital :haracteristics related to their

W'I,



missions and. in genera, "virtually all [these missions are]
conducted from low-earth orbit because of technical necessity
[generally the need for high resolution]" (lb:). Examples of
this type of space system include the USSR's FLINT Ocean
Recznnais=ance Satellites (EORSATs) and Radar Ocean
Reconniissance Satellites (RORSATs) which "are designed to
dete-t, locate, and target US and Allied naval forces for
destr--uction by anti-ship weapons launched from Soviet [airborne
and seabased) platforms" (21:41). Maneuverability, i.e., the
ability to change orbits, is crucial for this class of space
systems, although they probably can't maneuver fast enough to
avoid an ASAT.

Attack Warning/Assessment Satellites

These are satellites, deployed by the US and the Soviet
Union, to provide early warning of missile launches.

The US early-warning system reportedly comprises three
satellites in geosynchronous equatorial orbit at 22,300
miles altitude. These satellites, two over the Western
Hemisphere and one over the Eastern, allegedly carry
scanning infrared, light, and r,diation detectors. The
Soviet satellite-based early warning system comprises
sensing vehicles (presumably infrared) launched into
very eccentric elliptical orbits (15:27-28).

Maneuverability would not be required (unless desired for adefensive mechanism) for this class of satellites.

Communications Satellites

Introduction. Both superpowers have become dependent on
4 this class of satellites for command, control, and communications

(C;). The US is probably more dependent, however, with
approximately 80% of all long distance communications being done
via satellite (15:28). Of the variety of US communications
satellites, the more important current ones are: the Defense
Satellite Communications System (DSCS) II and III, the Air Force
Satellite Communications System (AFSATCOM)(really not a separate
satellite), the Fleet Satellite Communications System
(FLTSATCOM), and the Satellite Data System (SDS). In the future
the US will have the Military, Strategic, Tactical and Relay
(MILSTAR) satellite communications program (15:30). These
related systems have different characteristics depending on their
mission and the technology available when they were built.

DS. DSCS satellites are in geosynchronous orbit and are
associated with the Worldwide Military Command and Control System
as well as intelligence, diplomatic, and other communIcations
fur.,tiri-s. The latest generation of these satelittes , DS..S T11,

8



,:an use super high frequencies kSHF), is hardened against nuclear
effects, and has limited maneuver capability (15:30).

AFATO. AFSATCON is not a separate satellite, rather, it
is a "package" which is piggybacked on other satellites. This

system, carried in the host satellites' orbits, operates in the
ultrahigh frequency band (UHF) and is used to communicate with
intercontinental ballistic missile (ICBM) launch centers,
airborne command posts, Strategic Air Command (SAC) bombers, and
"Take Charge and Move Out" (TACAMO) aircraft (15:30).

FLTAI . "The FLTSATCOM system [has] five satellites
1which are in) synchronous orbit land] operate [in the] UHF and
SHF (frequency bands]." This system is shared by the Air Force,
the Navy, and the National Command Authorities. (15:30) Twelve
of a FLTSATCOM's twenty-three UHF and SHF channels are used by
SAC Headquarters for communications to its bomber force and ICBM
installations (7:180).

SDS. The SDS satellites, the last of which is inactive, had
a mission unique from the other communications satellites in that
their orbit (highly eccentric polar) was chosen so they could
provide continuous coverage of Air Force facilities in the North
Polar region (15:31).

MILSTAR. One of the future systems, MILSTAR, will have
satellites in geosynchronous and elliptical polar orits. The
system operates in the extremely high-frequency (EHF) band and
will be used by virtually all types of military forces. In
addition, the primary MILSTAR satellites may be backed up by
spares orbiting at supersynchronous altitude (up to 95,600 nm)
and capable of being maneuvered down to synchronous altitude.
The MILSTAR satellites are designed to be hardened against
nuclear and directed energy radiation, and they reportedly use
laser .zrosslinks in addition to their other data links, uplink,
and downltnk '15:? ;

Soviet Systems. Soviet communications satellites use polar,
elliptical, circular, and geosynchronous orbits and are launched
frequently (2-3 launches of clusters of 8 satellites per year).
These systems probably operate in the very high frequency (VHF)
and UHF bands. The Soviets probably also use their civilian
Molniya satellites for military communications (15:31-32;
28:304).

Navization Satellites

The US and USSR both use navigation systems in space. The
U_ Navy uses its TRANSIT system for surface ship and submarine
navigation. These satellites are generally launched into nearly
circular orbits at 90 degrees inclination (polar orbits). The
United States' new navigation system, Navigation Satellite Timing

9



and Ranging, (NAVSTAR.,, is due to censist of 18-24 satellites and
was expected to be operational by 19e.9 (this date is very much in
doubt due co a lack of US launch capability. Th, 24 satellite
sys-tem is supposed to be configured in three eight satellite
ring-s, in semi-synchronous orbits and would alloiw user-s to meacure
horizontal and vertical position to within 10 meter;s and velo:ity,
to wi0i 0 C3 meter= per second (18:22-23; 28:293-294)

TIn So-iets have announced the development of a n:vigation

satellite sy.stem, designated GLONASS, which is expected to be
similar to NAVSTAIR. It uses signals at 1.2 and 1.6 (Hz and may
also be compatible with NAVSTAR. The Soviets say their Eystem r.
"intended for worldwide aircraft radio navigation" and it also
Prc baly .seable by its navy -.. 306)

Meteor-ogy Satellit-

The US has a Defense Meteorological Satellite Program (DMSP)
with satellites in circular, sun-synchronous, polar orbits
capable of taking visible and infrared photographs of virtually

* the entire surface of the earth. The information DMSF satellites
provide prevents other -urveillance and reconnaissance satellite=
from wasting film, helps plan military missions, and checks for
weather conditions which may affect missile launch or warhead re-
entry. As in other types of space systems, the Soviet's
spaceba.£ed meteorology program is similar to the US. Their
latest version, called Meteor-2, can transmit data from its
scanning infrared radiometer and passive microwave (millimeter
wavelength) temperature sounder (among other instruments)
directly to users on the ground. Their satellites have similar
orbital characteristics as the US's '15:34-35; 28:291-292).

Geodesv- Satellites

This is another mission performed by the US and the USSR.
The US Defense Mapping Agency uses photographic mapping
information, supplied by the Geodetic Satellite Program, to
provide essential data for ballistic missile launch and impact--
point location. In addition, these satellites provide the data
from which the US cruise missile's terrain contour matching
(TERCOM) maps are made. The USSR's program is similar to the US
and for the accuracy necessary, both countries' satellites are in
low-earth orbit (15:34-35; 28:291-292).

ASAT

The :oviet Union cu-rrently has the only opertional ASAT
system in the world. Their system, consisting of an interceptor
satellite launched by a SL-ll (SS--9 booster (21:50.1, has the
capabIlity of reaching targets at orbital altitudes ot at let
27f'I nau, tical miles. This weapon "attacks other -atellitet in

* orl:it by maneuvering (using either an infrared or r~idar censor

10



(1- 2)3 a ccnventional warhead within range and destroying ita
tartet with a multi-pellet blast" (26:52). Other potential
Sovit ASATs include their nuclear-armed GALOSH ABM and possibly
lasers they have deployed at Sary Shagan (26:52).

The United States, on the other hand. does not have an
operationl ASAT. The proposed US system, consisting of a
miniature homing vehicle mounted on a combination short-range
attack missile (SRAM)/ALTAIR booster and launched by an F-!5, has
only been tested against a satellite once. This test of a
direct-ascent weapon,using an infrared sensor system for terminal
homing and kenetic energy (impact) as its kill mechanism, was a
success, i.e., the satellite it attacked was destroyed (18:86).

So far, a Strategic Defense Initiative (SDI) ballistic
-.hield over the US is just a dream. Some concepts have evolved,
however, and a multi-phase deployment plan is envisioned (15:7).
The first phase of the plan for SDI doesn't call for exotic
technology, rather, it may consist of a constellation of 300 to
400 satellites, armed with six to ten killer rockets each, in
low-earth orbit to cover Soviet missile fields (16:8). Included
in this Phase I deployment would be the surveillance satellites,
in higher orbits over the Soviet Union, to detect missile
launches, and the battle management system (16:8). Phase I would
be the first layer in a multi-tiered system with the next layer,
Phase II, merely consisting of more of the same type of kinetic
kill rockets as in Phase I (16:11). At some later date,
depending on the outcome of various research programs, some of
the more exotic technologies may come into play. Included as
future kill mechanisms for SDI are various types of groundbased
requiring spacebased adaptive mirrors) and spacebased lasers and

the even more challenging particle beams (20:37-38). Due to the
uncertainty of the longevity and configuration of the SDI
program, its characteristics cannot be discussed in detail but
some general characteristics of its components can be assumed and
come ~eneral conclusions on their vulnerabilities can be assumed
by rimilarity to other space systems.

VJLNERABILITY ANALYSIS

Iritrodurct ion

Analyzing the vulnerability of space systems or satellites
ran be approached from a variety of aspects. This research paper
e:amines the subject of vulnerability two wayc. The first is
from the stand point of the .iatellites themselves, or, said
another way, system vulnerability. The other way of looking at
the Fubjert is from the standIpoint of the missions of the
individual or groups of sateilites, i.e., the sumceptability of
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thocse missions to temporary or permanent negation. There is, of
cour.e, -some overlap between thelse two ways of looking at
vulnerability, i.e., an exploited =ytem vulnerability will
probably 71isrupt a satellite's ability to support or perform a
mission. There is, however, enough "separateness" for the two
types of vulrnerabilities to be examined individually, sgrtin
with system vulnerabilities. Mis sion vulnerability is very
deoendent on the "uniqueness" of the capability being proviie(,,
i.e., 'he ability to use other, pos-Ubly non-sp3ae related
systems irstead, and will be left to future studiec.

Syt-nm PC Vulnerab!i±ip._

C-neral. Before discussing specific vulnerabilities of
indiv'iiual space systems its important to note that many, if r~ot
all of them, are related to weight. What is ?ventually put into
orbit to perform a specific mission is related to the ability to
first get it off the ground. This fact determines (limits) not
only the weight of the actual satellite but also the amount of
additional fuel it can carry for housekeeping (maintaining a
stable orbit) and maneuvering. Also limited is the amount and
tYpes of additional subsystems (perhap.s some for defense) a

%? satellite can carry. Whether or not they're actually related to
weight, other systems vulnerabilities include: the use of and
dependence on various types ot sensors, lack of redundance
(intra- and inter-satellite), and dependence on groundbased
contrzl (ulinks, downlinks, and beacon signals).

Use of/Dependence on Sensors. Almost all satellite- have a
sensor of some type while some satellites actually depend on a
sensor to support their primary mission. Many space systems .:ar.
use =ensors like star trackers to maintain their on-orbit
stability, but the ones which could be the most vulnerable are
exemplified by photo reconnaissance, radar surveillance,
eectronic surveillance, atta.ck warning/assessment, meteorology,
and geodesy satellites and ASAT interceptors. Photo recon-
naiz sance satellites depend on a high resolution camera which
records images either on film or digitizes them for transmission
to the ground. Radar surveillance satellites depend on a radar
signal reflected from potential targets and on-board processing.
Electronic surveillance satellites depend on a variety of
receivers to collect signals intelligence (SIGINT). The most
important attack warning/assessment satellites, those which watch
for incoming ICBMs, use infrared senrors to detect the e-haust
plume from boosters. Meteorology satellites take pictures of
weather formations tdepending on cameras again) and make
measurements of other critical weather parame+ers using a variety
of sensors. Geodesy satellites also depend on photographic
infcrration. Finally, the ASAT interceptors which exi.t uoS
eith-r radar or an infrared sensor to detect and track their
potential targets. In addition, almost all of these Eenscr

12



.ependent satellites also depend on a connection with groundba~ed
sie+-e to relay their vital information to decision makers.

Lack of Redundance. The effects of many attacks, physical
or electronic, can be mitigated by using spare or redundant

vi subs3ystems or circuits. This practice can be applied within a
particular satellite or by restructuring the workload of a family
of satellites within a constellation. Also, this technique can
be carried to the extreme where complete backup satellites are
kept dormant in orbit as spares. Unfortunately, all of these
mitigating practices are costly in terms of weight and system
complexity and are expensive to implement, leaving potential
vulnerabilities. In addition, some aspects of satellites can't
be "backed up" by other systems. Communications satellites, for
example, couldn't be replaced by land circuits (there aren't
enough of them) and reconnaissance satellites fly over denied
areas.

id.

Dependence on Signal- To/From the Ground. Thus far, in the
use of space, satellites have been put in orbit for one primary
mission, i.e. , support groundbased entities. To do this job,
they must communicate information to groundbased sites, as
previously discussed, but, in addition, they must be commanded
from and respond to commands from the groundbased authorities.
Functions of these command links include targeting reconnaissance
satellites and passing housekeeping maneuver commands to
satelliltes to maintain their positions. These uplink and
downlink signals are susceptable to intentional and unintentional
?especially during high levels of sunspot activity or during
nuclear eventZ perturbations. In addition, a whole class of
satellites, i.e., those for navigation, must radiate signals to
perform their primary missions. Like navigation satellites,
communications satellites cannot perform their missions unless
t1y , radiate and receive signals at various radio frequencies.
Along with their primary communications channels, these
=,.tel*ite.D must also receive and use prioritization information
to -rrt out their many users. Finally, many satellites use a
beacon signal to enable groundbased entities to track their
r.o-itions using time-difference-of-arrival interferometry.

ton-lu-ion. The variety of vulnerabilities discussed in the
rlre,-e-din paragraphs are generally related to either weight
restrictions .r mission requirements. The vulnerabilities vary
:n ,:riticality, sensitivity, and degree/ease of disruptability.
Many of them are potential targets of various forms of electronic
cormbait te':hniques.
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Chapter Four

ELECTRONIC COMBAT MEANS

T 46BAG OF TRICKS"

Introdul,'tion

Before one can examine the application of electronic combat
to space, one should examine, the basic electronic combat tools,
functions, and techniques. The launching of the first
intelligence payload into orbit in 1962 (23:64) expanded the
ele.tronic battlefield, a creation of World War, II, into space.
The system which was launched can easily be categorized as
related -o electronic combat, falling into the electronic warfare
compocnent and further delineate,! as being a member of the
electronic support measures sub-component. The techniques use,
in World War II included direction finding (DFing) to locate
enemy emitters (including radios associated with troop
_onentrations); attack warning by listening for enemy radio-
navigation signals; electronic Jamming of navigation, radio, and
radar .ignals; and the use of chaff <called "window").
Technology advances throughout the systems used in modern warfare
since the days of the so called "Wizard War" <23:10), have
created a dependence on electronic aids. Many exp,rts agrep
"Cwi hout these aids] highly mechanized and automated warfare] wou ld be near impossible" (23:10). It should be no surprise,
therefore, that there are a myriad of opportunities to apply
"wizard warfare" to space.

Elpetronic Intelligence Gathering

Electronic combat is already taking place in space in the
form of electronic support measures (the ability to monitor enemy
radio frequency emissions). Space systems currently used to
perform this function were discussed in general in Chapter Three.

Some specific examples, for which unclassified, open- source
, information exists, include various US reconnaissance/-

surveillance systems, and the USSR's COSMOS SIGINT collectora.
In addition to the high technology receivers and signal
proessIng equipment these systems must have, they depend on

Slarge antennas to gather the extremely weak signals from threat
systems' antenna sidelobes. These systems already exist and mist
continue to be an a:tlve part of our spaceborne electronic combat
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strategy but they will not be discussed further except for the
fact that our intelligence systems susceptability to intelligence
gathering from enemy systems must be considered (23:64-67.

ElPrtroni- Support Measures

This type of electronic combat is generally composed of two
broad classes of equipment; the intelligence gathering systems
(the spaceborne portion of which has already been discussed) and
warning receivers of various types. The most common type of
warning receiver in use today (and this doesn't even count the
thousands in cars on the highway) is the radar warning receiver
(RWR).

Designed to search for signals from hostile radars,
RWRs can detect emissions from surveillance and
tracking radars, air [or space] interception radars,
and the command links used to guide many [types] of
missiles [perhaps including ASAT interceptors]. Once
the signal has been identified, aircrew [or space asset
control authorities or on-board artificial intelligence
subsystems] are given a warning signal, plus an
approximate indication of the bearing, frequency, and
threat category (23:70).

RWRa: are used to provide warning and to identify an approaching
threat to a friendly system while there is still time for some
type of countermeasure to be implemented. Its task involves
receiving and processing energy from threat radars. An
associated antenna provides significant amplification of an
incoming signal to compensate for its low amplitude. The RWR
categorizes the threat usually by including a library of common
threat parameters in the RWR signal processing subsystem with
which to compare the measured parameters of the potential threat.
Finally, an RWR may perform anothe-r vital function as a "block in
a feedback loop" involving the application of some type of
c.ountermea-sure. The RWR's function in this loop is to check and
determine if the countermeasure h.s been successful in breaking
the enemy's ability to track the triendly system being protected

A new class of warning receivers beginning to be deployed
invclve the ability to detect emissions in frequency bands not
3:scciated with radar. These include infrared, ultraviolet, and
!a-er frequencies and in the future will have to be expanded to
include the more exotic beam weapons. An infrared or ultra:iolet
warning receiver -an be used to detect an incoming missile by the
heal 2f its rocket motor, or the temperature of its skin due to
internal o"r atmo-c.pheric heating. Laser warning receivers may :,e
Important in detecting the use of laser rangefinders, lasr
weapons, or in thA- fiture, an adaptation of the radar u.Sirnv a
l .=ser he-m ,a LADA ., instead of a radio frequency beam to d
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' : t ,-e ion an _ rano., n.. Warnin- rec-iv-. . to . .. .. . e+,-t tIe pre-ser:e

of nj.:Iear radiation already exist and will probabl-. be the
forerr.nnerE of receiiver s to dete-t the e, _ lor,?nt o{ particif or
beam w ,p.n. when and if +-hey'r- de_,o ,e_ (dep'70-77

Ei_-rnic Countermeasures (ECM'

-'.is i.s one form or branzh if e_-e.-trnni. %,3rfar- where: a
... '- _y--e am- or iereive in , nerry system.

- :",:v.i:v- targets. i. ,?_'ectronic warfare , (. i-tua iy
- countermeasures) include enemy surv=i1anrice,
target acquisition, and trackin . systems, plu -he
,-i,,anc,_e systems of missiles [I1:.:uding ASAT
.nte-=.,eptorsl and smart wevpon.-. EW I E(.M] ma- 7.1 so be
u-ed t wood effect against ... hdata, and mis
zuidance communications links 23:9 .

r_'i '-re technique.: are applicable against different types of
tarSets. Note: Although not addressed in this paper, electronic

.,.-:ountermeasures (ECCM) i- an equally important aspect of
ele.-t_--r__ -ombat. An effort m,'.t also be made to determine the
im --t of defending "IS pace sy.ems+, against the enemy's us.e of
ele,-trini,- countermeasures. Fir,--, 3 look at 7-ome "brute for=o"
1amming techniques.

No%4=, Tamming. Noise jamming is an electronic
_1,3termeasure designed to jam or overpower enemy radars. This
probably the olde-t (and most primitive) form of jamming. It

seeks to overload or caturate the receiver of a threat radar with
unwanted radio frequency noise, making it imposc-ible for it to
ditinvuish its own transmitter's signal reflec+ed from the the
target. There are two sub-types of n ,ise jamming; barrage and
spot Jamming. Barrage jamming is an easier technique to apply
since it doesn't require precise measurement of the target
radar's parameters. This technique involves spreading the output
of a jammer's transmitters over a wide range of frequencies (to
compensate for the uncertainty in the enemy's frequency) in an
attempt to get enough noise into the enemy's receiver tc ob-cure
the return reflected off of the friendly target. This technique
not only wastes energy but it can cause detection of the friendly
system by hostile ESM or ELINT receivers or it can serve Rs a
noise source for an anti-radiation homing missile. The other
technique, spot jamming, is more precise (less wasteful) but it
requires knowledge (either a-priori or real-time) of the enemy
radar's frequency. With this technique, the Jammer's oulput
power *_an be concentrated in a narrow frequency 'and cau.sing more
of it tc he re-eived by the enemy's radar receiver thus making it
har. r tor it to lictnguish t'-. own reflected s.ign.-i (?3:-W "-'7
The twc -f t!-e most important variations of these ba.7ic noi .

Jammin- e:hnitqu-s are inverse gain and pseuAo-raindom noice.
Inv~, gain jamming 4 usd against scanning radar- and it
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!nvolves adjusting jamming power in an inverse relationship with
the enemy radar's received effective radiated power as its beam
sweeps across the target. Properly applied, thia technique makes
it difficult or impossible for the radar to detect from where in
its scan the target signal is being reflected. Pseudo-random
noise jamming involves turning the jammer on and off at near
raniom times making sure it's on only when the enemy radar is
transmitting a pulse. This technique also conserves jammer
energy and allows more than one threat to be jammed
simultaneously with one jamming transmitter (25:--).

De-eption Jamming. The other major category of electronic
countermeasures involves deception. "The goal of deception
jamming is to provide the hostile radar with false data"
(23:100). Techniques include repeater jamming, gate stealing,
croSs-eye, and two camoflage techniques known as velocity and
range bin masking.

Repeater Jamming. This type of jamming involves
re-.eiving the enemy radar's pulse, delaying it or perhaps
modulating it in some way, and retransmitting it to be received
as would a normal echo. The spurious signal, however, could
cause the radar to derive false range or bearing information
about its target U13:100; 25:--).

Gate Stealin. These techniques operate on the premise
that a radar receiver is not always in a "listen" mode. To
prevent itself from being overloaded with internal and external
noise. a receiver will normally be turned off until it expects a
reflected pulse from a target. There are numerous ways for a
re-eiver to predict when this will happen and the process is
generally called "gating" (23:102). Some receivers are gated in
the time domain and since time (for a pulse to be reflected from

rarget) is used to determine target range, this process i
.z.!le range gating. Other rec-.eivers (associated with pulse

r), 1er radars) measure frequency shifts to determine target
velocity and they use a similar technique known as velocity
E ating. In either case, the job of the jammer is to "steal"
the1e 1.3tes an, ,ause the receiver to listen at the wrong time.
]ht. 4nvolve.E, transmitting a replica of a target's reflected

at the same time as the real reflected pulse. Then, by
gradually increasing the strength of the fake pulse and addin a
time (or frequency) shift, the enemy radar will begin trackin7
the tnke .,lz.e Instead of the real reflection (23:102. Once the
gate has been stnlen, most jammers will turn off, leaving the
enemy radar with nothing to track until it can relocate its
ori ginal target. Of course, not all radars are so easily fo!ed

. Certain types of radars, known as
monopulse, measure target position nearly instantaneously from a
single reflected pulse. One technique which is being developed
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to I' thi- t ype of radar i knc".-.i as cross- eye -

te-uhni ..ue "involves transmittin, a 1-. ke echc from two an' enn,
-_p<e.. ,a- widely apart as possible 5fter intrc-_u.-ing a deliroie
pha-- difference" 23:i08. The pha.e difference will cause the
v.Yictim ra.iar antenng to point in the wronv direction an- mea-,rc
an in-o-rect target a-imuth. Errors will be .ro.ortionaie to the
di->tance between the j ammer' ; antenn-as (23: I09: '5:- -

'ia_,ki. Although certainly not the. only other
kind. o+ jamming t e._hniques, the bin masking types, will be the
last ne .'icus.ed here These te.hrique- take advantage of 'he
modern, rtate-of-the-art radar s which use digital computers to do
signal Trces.sing and present an artificial displa.y to a human
operator. To do its job, the computer will divide it- range
anisc.r velocity coverage 1spectrum) into smaller subse-tionc,
ncrmAlly referred to as "bin-," and look in them for tar-et.-.
Thi._ artificial pro.:essing creates an opportunity for a jammer +o
mt.ru Ja=Ise information in the "ins" around the one in which
-rh -aret is contained, obscuring it. If done properly, -..inte
the3-e -adars use artificial, computer-generated displays, there
will not even be any indication the radar is being; jammed

._haff. Flares. Decoys. and Penaids. Other actions taken
A which may or may not involve electromagnetic radiation against an

enemy radar can be as important or more important in the
electronic warfare struggle. Among the items in this particular
"bag of tricks" are chaff, flares, decoys, and penetration aids
(calkled Pe-aids). In many cases these may be the most cost-
effective form of countermeasures for a given situation.

Chaff will deal with radars and radar--guided weapons,
flares can be used against IR-guided (infrared-guided]
missiles and tracking systems, and decoys can confuse
long-range sensors and will help ballistic missiles
break through ABM [anti-ballistic missile] defences by
multiplying the number of targets (23:84).

Cfhaff. Chaff is another simple form of countermeasure-,
like noise jamming. In fact, the effects are, in a way, very
similar. Chaff is basically a large number of small pieces of a
conducting material cut to an optimium length (normally in the
centimeter range) selected to reflect the maximum amount of a
victim radar's energy. These tiny strips of material cause the
radar to see only a cloud of noise from its reflected signal,
thus obscuring the target. There are a variety of ways of
employing, this technique ranging from many small packages to
create many false targets to huge clouds to mask the flight of
multiple penetrators. Dispensing methods include tightly
ccmpacted bundles released into the airstream around an air-raft,
cannon shells, and rockets. One limiting factor in -haff us- in
the =tmosphere is that a chaff cloud will begin to siow down
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imme,iiately Causing the aircraft to rapidly fly away from it-
masking effects. In spa:e, since there are no atmospheric
.-. e,:ts to slow down the chaff, this may not be a problem

Fl _ . Flares are a lot like chaff, operating at .3
S mu,_h higher f.requency, i.e. , the infrared region of the
electromaZnetic spectrum. Basically, a flare is designed to burn
at a very high temperature, at the same wavelength (or
wavelengths) a- the target they're trying to protect, thus
offering a better target for an infrared tracker or heat-seeking
missile to go after. Unlike chaff, flares are an active type of
-cuntermeasure, i.e., they require combustion. Problems which
influence their use include their endurance (burn time),
7'eLecting the proper infrared (or perhaps ultraviolet) wavelength
,or wavelengths depending on the sophistication of the seeker
b.-n decoyed), and deployment triggering (i.e., knowing exactly
when to use them against what are normally passive seekers which
don't give the target any idea it's being tracked). In space,
combustion, of course, would also be a concern due to the lack of
oxidizer in that environment (23:89).

FDo. Decoys (in the context of protecting aircraft
or spacecraft) are basically small aircraft (or spacecraft)
designed to mimic the electromagnetic (perhaps including infrared
and ultraviolet wavelengths) signature of the target they're
trying to protect. This can be done by a variety of passive and
active measures. In one example, the ADM-20A QUAIL, a small
pilotless aircraft, "used built-in ECM equipment to simulate the
radar signature of another B-52, creating a false target"
("2.:92). (25:---)

PEnaid-. The term "penaids" is usually used to
des,:.ribe a collection of techniques to help ballistic missile
warheads penetrate ABM defenses. These tricks are, of course,
highly classified, but one system which has been made public is a
-anIcter carried by the Minuteman II. "No details of the
tE:chniques used are available, but a combination of chaff
paCkages., active jamming, deczoys, and infrared-emitting aerosols
_ eem probable" (23:92). With the advent of SDI, and in the
presence of the Soviets' alr;'ady deployed ABM system, penaids are
likely to be rarried on most or all ballistic missiles

EO and IR Jammers. Some of the techniques like flares and
othe r penaids previously described are designed to operate in the
infrared (IR) or optical (.also referred to as electro-optical or
EO) regions of the electromagnetic spectrum. Recently, some more
a--ressive tpniq,,es have begun to be developed. These include
- ,Q ...... . .. .

E and [R jammers.
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IR T a -m-er. Since a lot ot IR-quided wp-aron- us_- a
rntating scran for sheir seeker to track a target. 3 weaknes s
prese. which ma- be exploited. "The basic method in covea

.ener..on of a false -ource of flick-erino IR eneroy which tt.e
misc- 'e will interpret as evidence t'.,at the seeker not poirite.
di:-9::9*; at the target" (23: 112). he mi-.-- -i -ane rogr.,-
wi then -reate correct ion command: an will ,:, 1 ide th?
mir-i1 e away from th target. The IP flickerin, required can be

.-n._e-arlical ly or ele,ctronical±' -hutterl",- a :".

in~c..:i-y IF =c'.rce (21: 112-112).

FO a . Visually or eiectro-optical7 ' u ided
weapcns have been a concern for some time '-inc- thev are roth

hard, to detect and hard to counter. Although high -la-sitied,

there is some recent work in this area on "detection Sys.tems
rtha*] car, warn the aircrew [or spacecrew?] that they are under
atta-k, while decoys and Jammer5 may be used to oOnfuse tracking
and -.d-'i na evices" 12'_ 113). There is even one program, the
Expeniable Laser Jammer, which reportedly is intended to deal
with laser-guided weapons (23: 113-114).

ommunications Tamming. While most, if not all, of the
previ oc:-:1y described techniques are related to targets and ways
of proeting them from radar detection/tracking and misile
•-ekers, there is another branch of electronic countermeasures
whi,-h cannot be igncred communications Jamming. Since
commu-ni,:tions satellites may be among the most numero.; in
spa:e, this area may be very important for space-related
ele:tronic combat.

Padic links are another prime tarZet for EW, and one
which has been exploited in several recent conflict.
Voice, data, and even missile-command links are all
vulnerable to jamming. If their operation i-
disrupted, the result can be chaos which an enemy will
be quick to exploit" (23:i1'5.

In communications Jamming (as there was in radar Jamming'
there is a choice between unsophisticated noise or barrage type
techniques and other more sophisticated techniques designed to
counter the more modern digital data links. In general, however,
"spot jamming [or specialized digital techniques designed against
specific data links] is the most effective since it concentrateF
the effect of the Jamming, while leaving most of the frequency
bhn-r unjammed, and thus free for friendly communication-"

" 6 Also as in radar jamming, th, more soph-'sticated and
con-entrated Jammin z requires more detailed information on the
enem[I Systems' parameters and will be more su ceptable t: change,-.
in those parameters 123:116-118; 25:---).
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'teal t h

"One new tactor (which isn't really new but which has
re:-.ntly gotten a lot of publicity] in the electronic battle
bftween aircrtft Cand spacecraft?) and anti-aircraft land anti-
3pa-_ecraft?] weapons- and sensors is the use of stealth
technology" (23:40). This technology isn't really a specia!ized
cienrce, rather, it involves a combination of several different

techniques including: "careful shaping of the airframe (or
spaceframe?], the use of radar absorbing materials" (23:40),
general radar cross section reduction, supression of electronic
and infrared emissions, and the use of specialized ECM tailored
specifically for the stealth-type vehicle (23:40-47). In any
case, "none of these techniques is new, but used in combination,
their effectiveness is greatly multiplied" (23:40).

Conclusion

The preceding paragraphs have been a brief description of
what is in the electronic combat "bag of tricks" to contribute to
any battlefield from the earth's surface to space. What follows
:s an attempt to select/describe some of these techniques for
that unique battlefield associated with space.
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Chapter Five

EC APPLIED TO SPACE

In ro, u1tiorn

The battle 'application of electronic combat in spa.e) has
a.:ually already begun. In reality, space is just another
cperattn- medium for aerospace force-r and it should be no
surprise if the enemy brings all of his forces to bear to deny
the US: the advantages of its use. On the other hand, it should
be ju't a- obvioLs to the United States that electronic combat i
an important tool to use in performing the vital mission of space
control, i.e., denyin6 the use of space to the enemy and ensuring
it- availability for our own use. Finally, the United States
military's almost total dependence on spacebased communications
assets for lon--distance communications makes it vital to
consider counter-countermeasures an integral part of our effort-.
A lot has (or reportedly has) already been done.

Efforts So Far

Since they're normally highly classified, these attempts don't
get mu.ch visability but there has been activity in developing
ASATs, jammers, warning receivers, 13sers, and other beam weapons
for use in space and against space as.sets. Even though they
don't seem to fit into the stereotype picture of the "battle of
the beams," ASATs are a vital part of electronic combat.
Phys'ial destruction is a viable technique and supression of
enemy air defenses also falls under the electronic combat
umbrella. As previously discussed, the TSSR already has an
operational ASAT and the US is developing one. Peportedly the
Soviets have also experimented with electronic countermeasures
against "ground command transmissions to satellites (which are'
essential for keeping them in the desired orbit, land they have
also tried] to deceive the satellites. by giving them false
commands to descend into the low atmosiphere where they would burn
up" C':294). Whether or not these reports are true, they
re- esent applications of electronic combat to the space
environment worthy of further consideration.



The United States has also supposedly

developed -a :- ries of jammers [including a "series of
ECMi. to degrade Soviet reconnaissance satellite
performance - particularly those used for tracking MC
Naval surface ships and submarines" (9:296)] to
counter an electronic attack ... (but] finally opted
for passi ,e ECMs such as chaff and false IR targets
capable of deceiving a killer--satellite (9:295).

"IR decoys have (also] proved to be particularly effective for
protection against ICBMs ... to divert the deadly weapon from its
true target" (9:295-6). Recognizing the importance of attack
warning./assessment satellites, the US has "developed radar and IR
warning receivers for installation on [these] satellites to
provide them with early warning of the approach of a hostile
satellite, allowing them time to manoeuvre away from it"
(9:296).

Lasers have also reportedly been used against space assets.

On two occasions, 18 October and 17 November 1977, two
USAF satellites used for transmission of data required
for wartime operations by Strategic Air Command's
bomber fore, as well as other US Early Warning
satellites, were put out of action for almost four
hours. CIA experts suspected that the black-out was
due to deliberate Jamming by the Soviets using a laser,
either based on the ground, or in a killer-satellite
which they were testing (9:293-4).

Where do we go from here? A plan to answer this question is
presented in the next chapter, but first some general information
muSt be considered.

What's Next?

In the opinion of one expert,

There are two kinds of countermeasures applicable in
space warfare: countermeasures against the platforms
or space-stations (shuttle, Soyuz, satellites, etc.)
and countermeasures against 'directed-energy' weapons.
Both require threat warning receivers for immediate
detection of enemy radar, laser or IR source (booster,
exhaust, etc.). Against the platforms, similar ECM
equipment to that used on Earth could be employed: on-
board jammers and expendable Jammers, chaff, IR flares,
radar absorbing shields, and so on. Against the laser
beam, las-er decoys, mirrors, and space mines could be

ed - or any other electro-optical countermeasures
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(FG0:M) whic-h enerve from t-hlinocJ.il_ pro-res

Actual',ly, what'Is beinP- said her-i:' hat Vi rtual L a1IV-ny r~f tht,
elect'rinic combat techniques wl,'-h .--re appicaible nn earth), an-t
in the earth's atmosphere, are 1ppl4 -atl -o 7pace ws-rtare.
There 3re, however, =ome imlpcrtant _on-sideratinn_- .-hi,_h ms

fatc~rzad into the equation.

4ri,-r a - i n-

Wr W,' ig t Qos:--. and Cmmpl2Iexi ty. Before ru _-hing head1 oncg into
de Signing, leveloping, and deployincg spacebased electronic -omba+,
capabilities, weight, cost, and conp'exity must b- dealt with.
ThL s-ame weight restrictions that apply to th satellites
thems-1lves must also be taken into a-ccount when dealing with any
type of electronirc combat subsyatem "add-on " As an example,
nu-lea4r'laser hardening- "costs" b.-etweeni 20 and 20 percent of a
s.ate-Iit-e's launch w;eight depending on its requiredl endurability.
lncrea!sed launch weight isn't the only factor involved. Counter-
coun-_ermeasures for communications links cost money and

copriy A satellite's research and development cost can he
inre~ased by 30 percent to achieve a high degree of anti-jam
ca pa -ility for its links and it can experience more than a 100')
to Idegrade in its capacity to transmit information compared to
an unprotected link. Finally, increased maneuver capability tc
avoid4 a direct attac~k can not only inicrease launch weight
sigoni ficantly, du-e to increased fuel loading, but can als3o
in,7-ease satellite acquisition c-l. by Lip to .30 percent

Environmental. Electromagnetic radiation 'radio, radar.
infrared, visual light, etc. ) is unaffected by the environment of
sp:: (it's actually enhanced compared to radiation in the
atmosphere due to the lack of absorption and other effects) bUt
its about the only thing that is. The vastness of space and th-
geometry of potential encounters must be taken into account.
jammers, for instance, must be properly positioned to get
sufficient energy into an enemy's receiver to overpower or
deceive its intended operation. Lase~r links between satellites
or to/from earth and space will be particularly difficult to
intercept and jam due to the tightness of their beams and the
necesity to be properly placed to "see" them.

he lack of atmosphere can alsic hamper applicati-on of
ele._trcnic: combat techniques like flares and chaff. Flares, of
cousemust have an nxidizer to bnurn and although this can b-

prcvid.4d or another type of infrared producing reartion -:n b
develciped, these thtnv- must be -on-c7.derld s of chaff will. h-,
enha ncfe-I an,! eeraied. Since there' no wl rd roIu.~ci
wol~tslow lown, and leave the target- it-- tryinag toD nsc:-<en,

like- t. does in the: atmos=phere, but disperz&1 may 1be a polm
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i.e. , on,- put into motion to spread it into a cloud, a chaff
p :k age will continue to disperse unchecked by wind resistan,:e
and gravity.

Cnnclusion. Most of what's in the electronic -ombat "bag f
tricks" should be applicable to space. The important aspecta ct
pn.iication of the various techniques are the cost of using them

in _pace (in terms of weight, cost, and complexity) and the
"differentness" of the physical environment. Careful planning Js
required to determine the most cost-effective way to achieve the
best results in either enhancing US capabilities or degrading
enemy capabilities (or both) and this will be the subject of the
next chapter.
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Chapter Six

A PLAN TO CREATE A SPACE EC RC)AD)AP

I IT RODUCT T ON

The basis for building a roadM r to achieve a 1*7ivel of
electr'onic combat capability in sparce_ has been. discuss -ed 4-n
Chapters. Two, Three, and Four. This chapter will desc.ribe the
corterits of the required roardmar, and discuss what has been don-?
and what needs to be done tc complete the roadmap.

Why a Poadmap?

ThE? lack of a coherently stated space :-ontrol doctrine in
AFMs 1-i and 1-6; the potential for our space systems to be
electronic combat targets; the potential for offensive use of
ele.:tronic combat against our enemies' space systems; and the
variety of electronic combat means/methods at our disposal, all
pint - o the need for some kind of a master plan. This plan -.
however, an "end product" and the merhod to build that produc:t is,
a rcadmap. As stated in Chapter One, an ele,-tronic combat
roadmap for space would serve as a bridge between where we are
now and where we need to be. It documents what ic., being done and4
pre=oents a coherent plan for achieving future capabIlitiess

RnADNAP -DRSCR I PT I UK

T n t rond i -t io n

There are no firm guidelines for construction of a roadmap
of the type proposed by this report but there are some "common
sense" items or sections which should be included. This includes
a threat description, a "friendly systems" description, a
statement or exploration of possibilities, and a set of
requir-ment-. The first two sections are the "where we are," and
the other two are the "where we need to go"What's MjLc=ing 4-
discuE:_==ior1 on "how we get there?" This report will deal with
la-irg the foundation getting there but since the decision--
requ..ired, to "flesh it out" must be made at very high levrel-sz and
wo, lj c fl necessity,, be highly clasBsified, the "how we get l-h-re"
part of the roadmiap will not be discusd. Although a timcdilnp
sec~tion will hoe ardr-, sed, also missing will 1be a discussLion (-f



low-hen do w- get: there?" The answer to a "when do we need I-
type '"testion is: now, or yesterday, but a practical answer
depen rds cn the level of committment and the priority given to
some- very detailed and complicated analyses.

Thr-ai Deacription.

Encompassing the entire spectrum of potential threats to UJS
-spnce systemis is not the purpose of this section of the roadmap.
What is intended is a more detailed description of potential
targets for offensive electronic combat than was provided in
Chapter Three. Additionally, a description of any enemy
Ezle'-tronic combat capabilities in space or directed toward US

pcesystems should be included. To keep the scope of the
roadmap manageable, these descriptions need not be complete,
fine-grained technical specifications but should provide a
summary of the known threats, a summary of what's known about
them, and a reference to a more complete technical description.
Where information is not known, but is vital to the completion of
the roadmap, this section should also highlight that fact and lay
qiut requirements for additional information/intelligence
gzithering and reporting.

Fritendly Systems Desc-ription

Like the previcus section, this one need not be a techpi.-al
encycliope-dia, but should summarize the critical technical

:hsactr~sicsof US~ space systems which will play a role 1=
targts or weapon-a in. the spac e cont rol /elect ronic.- combat arentA.

ific~tn rd 2,*:ces'S. will be a problem even with the
tnmar- level" information required for this section, 'but an

-ff_-rt =.hculd. 1be made to make this section as complete as
-e-beause it will serve, a=_ part of the baseline f -_r

A=ernning f'-Ill'r-e capabilities. Generally this section shoi!ld
-- hasic tc-lini-cal characteristics, a description of any,

~l- ±rnicco' e---ounerm~suesfeatures, and a descriptin of
~y b~tt-En1.etr-nic countermeas-ures capabilities.

TtAi5 section. should exar.-ine the types of electronic cnm-at
mean=E'method- which should be-: used in performing the space
-_,nio mission, as well as. information on how and when they
=hon~ld be applied. It 3hould detail, on a mission-by-mission

r-iwhat cano be done by electrnnic combat and where in the
-- ~4 i:m f :ronflict tfrom low-intensity through nuclear and

h'-"~n1) it 7an/shojuid b- don- In addition, endurability 1hoc~'
a countermeasure'-_ cffe-ts can be maintained) and

,-%iTh: ility (the potential tor technique negation) must bt-
r'_pored. These 3r-e, of co-rse, -xtremely complex 3nd inter-wmio2n

-on-cpts which mus*- he the srtbJect of a great deal of rgru
sn~lseswhich will be discu,-ed in the next chapter.

27



Nez, -o actuJally obtaining the Tundlin- to -1o tlle [c-j~~
- ~ng i-; thi=_ tion miay be t he m, -zt4. -tf I r ok t
C:t _ T~ The a sc wi 1l i n.- 1u de d eccr ; 2l *r1i;Y th' 11 c

, :etr-_ni: counter mea--ureE andconr- trm ore

r r 4 ' i -or each Pa~rt Icul-gr sp--e =vst eir/ i _?n. T11i ic erti o n
the preo ect ion which desrcril.e- vihot -an be? dcne

m3 ni n. a staterent of what sc~uid,4/mL-c b- :!on-- -. , 3u in e rr
-- ~liemnt. r elc7ri ount'-r c!.~.au

mur-1 tb- a part of thic-- --e-tion P--- wel!I -s, a
dc> 'or o f wha t -?eectr on ic n oi n t -ei r e-_ nd othe r

_ ~~onb;-t tech1niques shoulad be in tho '?sa2 oto

:noc-u zh nor.t int enrd ed as a de t a l 1ed, ~-~ ~shod t i
tin hould provide a description of -he vr' ctaskas -nd

u 7 whi-h muo_-t '- done ?, a- 4, j r,-'PoC) ihS i+ t a r t 11 r-
a*~ !-rd 9 general guidance on the importance tim'e

Een: tiI for eah cb. Eno'jh detail mIust 4L in"-ICludd in +-hi -
ce~cor in attachm.ents_ to the ro. dmap, to enable the ta.ksnr

ag-coy to carry out its assigned task. In ar'rjition, the roadtmap
mu sI-t- aepproved a+ a high enough levnl to n sure the ta~Tkd

ag-ry Joesth b - eriously nd ac has: th aAthority to j

CRRATTNG. THE ROADMAP

1% ~ Tn lrrdton

Vh.lt h been described so far, in this c-hapter, is a
skele-3 1l framework for what will pra--ede the roadmap and what it
shoD;-ld c7ontain when it is cnmplete. The next tiark is deter minii.',
what must be done and who should do it to a,,t ually -reate the
roaimap. Much of this will be further developed in the next
chapter as recommendations for further study. Generally, the

* first two tasks must be completed before the next two can be
finished, but there may be ways of segmenting or subdividing each
task to allow the appropriate parts of all four tasks to be donre
for one specific mission or system at a time.

Act-uall1y the tasks which must heI- done are fairly well laid
out I!, general by the description of the roadmap. Th-e first t-wo
se-tionc: are survey-type tasks involving a search of informati-on
whi,:h Is held by various agencies. The other two se.-tioris will

........... y c e ~



f -i- t.inz,- -atinformiation, mu:hof which isp''

tlh Nf - - n [ S ,: rity Ag- - , t ,-T- ere Ile 1 -
-11ItL it.l 'ner -iffs of the Army, Navy, ar A4,.

'it ~er I' y avail.3bl,: at the appropriate ''r
t~ ~. ~ r'~ ~a Li r'f their familiarity ihte.'t

~ y ,ht ry t lte rer-t of the intelligence
.............1* 1~ kso d I- done by one cf thr, inte'4.--

i 1: Uh a-, DA or -erhap-_ the J--2 of th7e UE Spac- -=~rl
im-- tarm --3s the task of colle.:tin: 'the informa+-'-

on~"m hanr wil Le the i dent If icat ion of what i sn' t lnw
c........o-- ai n i n t hat i nf o r m-iton.

~ n,1  'y *IeMS Ltr-rrinfiron. The information required to-
-s zet~will b'hedb various, agencies including

7rgani'i7nticn of the lecr.2tary of the Air Force (Space Syrtems
Divi\sion 0 ) the Offi-e r- the -ecrc'tary of Defense (C3T), and thre

nizatior. -I m - joint hef -f Staff 1j-2 and 3-6 2k or.
t- +; ,, . J,!-!..1l most likt-2y be the property of their uses

--- nt atal : m7 're thit re aponsibil1ity of Systems -omman,
in'h jAr Fre and --ini~l e~e in the other serv'ice _

0jw.;'' -i-n~r-i tb'- i!-f-rm.-tton on. these systems. Gvit!erir-
r~t ~r mitu iredin 'his roadmap se-to+rn will require

T he h n! 1--r& o f thle i nf ormati4-on wil be
-1,-ant t-:3 v- it and it will almcst -ertainly be rtcr

!vests 1* '-ra-e Commandi alzo se=t h

- odo thl job sneth#-.r the een+."

r~ihU~L~~(Cre~tinr- thia section will be an ~it~
re~uii ng nical :aP;.,1.ij_ .. and i.aginaton It Vii

n !c-e e Ham'-a on a nd anal ,-i~ -of the missions and cpl'
~he vsr '~ ~ th e usefulne = of those m='-

------- rhe- space -ys-ems' users, and the de re c
w t'- e ij=m-'r- -'-,d on the- ::an.:bilities provided (inr." 1,4 i

a_.,2 3+ ther- -e b-a,:ed -r- airborne systems which cc-uld =i

~'lace (ouT'led with "-ie e::aiination of capabiliti-s, w-111
~ anuiye -f wh-~n in th- -,pe,:trum of conflict the

i:r:ortant. tie to the scope /complexity of th
:3 t -a v h- b~e done b y contractors with the study

S- * ~ a DO't~-2poi nt or by JlTAEO/-

MU tii i:> fw from the;7 tr77eani~t
r .e ~je," 1'i~ 77KdVlper1 -rpace coln t rrol and7 thT par+ w-41-h

r rm- '-%.,i t) r nvidual ~Ytes. b-a -=i a_ :ora
* otte~~Lit ar.at temp madie to t.h'icba±

-:remer ts o j-reral mis- - 'n <etegoriE-7. Snedo-trin- and
r'e d-'elolp-d at th- _i~prmost levrel's of the erv4. e

'-u ~evi~m orkn~ ;rop hc lcd be establi-She (wi-h OTC(-:
o;C'sght' o:Iele thet -Fourndnti-rn for requirements as w-7ll a-.

ML !nmu -tv' of- -,-.A~r apabilIi t y. Ipts should f 1 ow t rom

q
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Chapter Seven

RECOEIDAT IONS FOR FURTHER STUDY

IKTRQDUCTTION

The mnos t obvious areas requiring further study are those
which will help in actually building the space electronic combat
rcf.dmap. Of these areas, the re are some which are absolutel,,y

:~land which will require tough research and analysis efforts
There are other ar-aF whose --tudy will help- build the roadmap but

wihare less difficult to do. Finally, there is a third setO
.-,,'lies which are more like- "related questions" which could
poetal impact the applic:ation of the roadinap's findings -
rlpe rational systemns.

RESEARGH AffD ANALYSES

_ rodu-tion

Thenre 3roe $-w. vi*al1 eficr-ts in this area which must be : lone
~c 3:ne~ A-y .orinated, .coherent capability for electron::_

7c-n _ - -t in -pce The first is an exploratien of space control
1 -1- 4n, and the sut-eqluent .creation of sp:3re control straeg:,"

P~. foce eve ocentmust b- rion- in conjuntion with the
cri -~'f aw-1 -devre~c-:4 doc_,trine and .-- atgy Th othIr

Sis_ tiut 3- i mrnrt ant. -his one aevov x~plor~tion -
~iliy t -h' tarin'i s.trr.ce y t hr 7j' and our

=3t' r*' 1 arA a D 3_::z.TnatiOn_ Of bo th sides'

rn.~ *'- a t I n 7, n no t a1 "s tAnd - a o ne" mi nn .

ii w h 4tnblic rine an! =trate:; for
~orco The foundation for 4,he =:c

771 rjr. ~ i n n t7haptor Two o f t h is rap7r. i
C, tli n toc nl) tli, -he principles of

r~i1r 0-, ' ir il a orr(. V n, awareness of the import an--2 f
e n r -1.i ! , miir ~pb~ii n that zned Ijr

n-eI J 7, 1! ic ut . r~~~ np- (omple -ely futlf ille The
4-' 'r i - e n t-he sAatu-, -f1 space doctrlne today and ai!-

Ju tt - W,-rl W4-3- i. amazing. Ev en Hap Arnold,

blibil



~~721', -1 uawart'- = hav c7 . o

rot-e aT -v-o f t- *wn =-! j

> E7what we b rovoe we ca n P. o if n

le-- -r'pecost and Ch--'F
to1 r-r1Thated. The us~e of -Iem:tron-: 7,-0 r!-

~--~i~tdfor the =-pa-e contr.- :1 j k; I f rr r

-- =rial" mi -ion-s. Finally. t,; lo., 3 t r

4:t i~ AFM 1 C,, the r1.

Sh th- <'-JDr!1nation -in,' r -- n- C. r T- ne
~- r~uot ko *ia~eon the Air- ;itaff,~~
ana :e-9s~ be beg un a Ar Qrmv - r

Sany -ff,_-r -~ expen se _ -7 rll-vc.X opiu- tK 1' * 1 tr I
a particular .:apabiLity, one -Yudhav- 3t- least -An i

c_4'- ~s effect_ ,.rill be and what resuit-_ or mpac:t s C.,n t -_
C-ier" epected. These ideas aetecr-ilqj-t n ..

ar a=_ked as part of utility/dependei -y analywec. !I th.'
'~'~Y~crngthe use of electronic _omba* in rrcthe:',7
Y yse _ hrull center on space yteobut Thould bce broad
e-ct encompas-S othenr systems capable of p.-erformin, the m

m rnilar missions. They must explocre the ectjaqutbo
Df to use a 7:articular techniqrue cr cap,:1bil1ity- t.ho ne=
sis'nal, su b'y=ter, -2r System to usei again--+; Ln,2 x-0-0 oth-er
-i-g-l.=/systemns must also be countered. In vitor.the
;'~~ron o techni-1ue-/capabilit-y endturabll t iv ;ti -eri-snabilit'7,

mrrn* ned in C-hapt-er Six, must be an-wered. The eo way t
e-:p1a_1n a utility/dependency aflalynloi is thrcugh aT. e:a:mple.

Th _ scenario for this excample ic- ocean iirvpillan-:e. -4±-
sys.--ma which are available to the enemy are hl-. oce:an
s, -rvellance satellites (described in Chaptcer Thr.ce and their-
associated groundbased command and control 7%yi-tems. Th- analk Jc-
will center on what electronic c-ombaf eh~uccpblte '
be used by friendly forces to hide neaval fleet- movementE.
Questions which must be answered include:

-Wha t techniques. are there to~ i'c 'ASAT, Jammers,
rmoke, weather, :haff, spootin, de-ntinn, ei'-c?

-When sh-Duld they be used and fnr how long?

Be-fore s.ailing-?



S-- muring maneuvers at sea?

-- Nighttime or daytime?

What should they be used against?

-- Satellites?

Control links?

-- Sensors?

-- Control facilities?

What information does the enemy obtain from the
satellites, i.e., what is their utility?

- What other systems (reconnaissance aircraft,
submarines, agents in ports, etc. ) does the enemy have
which can augment/replace any negated space capability,
i.e., what is the degree of dependency on the space
system?

- What is the enemy's c3pability to replace a negated
or destroyed satellite?

- What are his reaction.= likely to be?

-- Military?

-- Political?

The.=e are just some Df "he q'Jestions which must be asked and
n.Ezered for only one scenario. The same kind of information

wc,'ld be required for other .individual scenarios and also for the
integra+ed, interwoven, larg.-scale scenario of a theater or
nuclear war. Perhap=. the be-it way to begin this task is by
'rcVin 3 at the individual, more easily-defined scenarios and then
e:.panding to t-.e broader, more all-encompassing scenarios. N+e:

Sus-,t ti t- i typ, of ;!nalysi-z is important for studying the
--,raicti -,n of :,cuntermeasur-z by US systems against enemy
-- tems, the reverse ls aso 4rue. A utility/dependency study of

,--j..r countermeas,.res aZainst US .9pace and related systems would
,.:-ry -_zef, in dreieloping electronic counter-countermeav-.ure-.

RnOADKAP PAUPPORT .STIUDIRS

I nt rt r ;du-

!e_-ae are the s-iudies which will help build the roadme.j:.
Fwo of t hem ha'- already beer. ex .lored in Chapter Five: the

3 i*



:n.a1 - -ir f riendly sc_ i or;: of th rro'. r-t Anoth-r D-:;?
i--~v + his r-e"'ar*h paper it ' f. '.here ar-e prc'abi rn

at~- TnforMatio'iStd

,Khapter Si-: calic for arn e:.:tenElve rcompila+t*,7n 7-f
in_, '-mation on enem'ry -y's±ems a-- an- integral part of the roadma-F

Tiswould be a larige task. However, a-- a t 4 sE7tFtep, perhzi=
what .:ar be done i'. a survey of infcrmbtion scur,:ea -_r of
li4ter-ature search or a building of A tii:."io-rar-hy, to r~~ ~:
fc'tnation for the more complete information compfilation Th,:

an:.-hnr area which may be able to- be done by- an' tAir Command
and: St-!aff College student as a re-:earch prjc. NTE: D 1A

alredy nvolved in doing some of th4ic.

A F7-i.-ndl~z S~zstems Information Study

T 4ke the effort on threat sytmthe :,ope of the task
call-ed for in Chapter Six In this area is also largs-e. Again, as
a firs-t step, a survey-level project should be done. This onp
will Frobably be mcre difficult than. the one oln threat syteT
because in a lot of cases, information on our own zsystems is
harder to get than on enemy systems. Again, at least an idea of
"what's out there" should be compiled. Frohably classified, 'hi
task may be too large and difficult for a student research
pr ojet4. NOTE- This study is being done, in part, by the Off i.-e

of the Secretary of Defense (C.31) Organization of the Joint
Chiefs of Staff.

Roadmap Plan Study

This project is essentially a re-do of this research paper
but at a classified level. It would involve primarily the
information presented in Chapters Three and Four, substituting
the "real" data for that which was extracted from open-source

A publications. The goal of this effort would be to either
validate or refute the ideas presented in this paper. This can
be sponsored by Air Staff or the Office of the Secretary of the

* . Air Force.

RRYLAT'RD olpsT inss

Introduction

Not intended to be anything like a complete list of related
topi.cs to be studied, these are 'Just some ideas or -Liections
whic:h may have a bearing on the general subject of eler-tronic
combat employment in space.
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Is the use of electronic combat in space legal? Does it
impact any existing treaties or laws? These questions must
involve participation by USSPACECOM and the Judge Advocate
General.

Wrgaing.

Is it possible to model the use of electronic combat in
space using existing wargames? Can the results of such use be
predicted? Do the models need to be modified? Studies to answer
these questions are underway at USSPACECOM, AFSPACECOM, the Air
Force Center for Studies and Analysis, the Organization of the
Joint Chiefs of Staff, and the Air Force Wargaming Center.

Non-Military Space Systems

If a national aerospace plane is to be developed, should it
have electronic combat systems like a radar warning receiver, a
jammer, or chaff/flares? Should the space shuttle? Should the
space station? These questions should be the responsibility of
the National Aerospace Plane Joint Program Office and NASA.

There are many other areas to be studied and questions to be
asked than the ones briefly mentioned in this research paper.
The gathering of information is important but the formulation of
doctrine/strategy and the prediction of effects/results are
vi t al.

S'
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ChptrEih

-,rh,:harep.-e ha tre Eigh

ape--* ra h a- e~po~ th',k. prnalpls of r -fj com C.
,t2 -hl= aicin which rompnize th:at minssian, !ha examine

pr.2_-n- space a ez) r eiPr t re C. fe Iuit:e n--a- ni-. I thow

W.om -i t i~ be lear ia1 tthattn ntr . lrt~r ra- 1 j-l-II ar
t,:eh n'.~ ,~ ~ r Also wnilltz we-i? the itzi of our t

romaat ba0 of ticv. ialy :r4 da nhw

.- a A We on wit ar dezrir m' o t 1 ?,:E f n tlse Ih
re Lr an somerelthed: wjet* ve= j d,~ which trr J n e =twrrd

± ~ ~ ~ ~ T Wht_ 3up -~ r is thtn -utu o a' nctcsbn

strategy must be develo~ped and an integral part nf tha t dnctrine-
and =strategy will bethe use of electfronic combat + here'T a lot

of work to be done, but the reco)mmend1ations for '1i7+her study and
const ruction of a roadmap, if implem'>rtd/contini.'ed. w41ll go r
long way in enhancig UJS zapabiliti r_ in the fourthi military
a r ena space.
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